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TECHNOLOGY USAGE POLICY 

 

Executive Summary 
 
This policy is designed to establish and appropriate use of computer and information systems, networks 
and other information technology resources at the City of Sault Ste. Marie.  The purpose of these 
policies is to safeguard and protect all technology resources from anything other than authorized and 
intended use.  The main points to remember are: 
 

1.) The City provides network, communications systems, equipment and devices, (“Computer 
and Network Resources”) to carry out legitimate City business.  By using the City’s 
Technology Resources, an employee consents to disclosing the contents of any data files, 
information and communications created on, stored on, transmitted, received or exchanged 
via its network, communications systems, equipment or devices. 
 

2.) There is no right to privacy in the use of City Computer and Network Resources.  By using 
the City’s Computer and Network Resources and employee consents to monitoring, 
recording, and reviewing the use of that technology resource. 

 
3.) Users are to act lawfully, ethically and professionally.   

 
4.) Users who you are granted access to critical data are responsible for its protection. 

 
5.) Use of technology in violation of this policy is subject to disciplinary action. 
 

6.) Effective security is a team effort involving the participation and support of every City of 
Sault Ste. Marie employee and affiliate who deals with information and/or information 
systems.  It is the responsibility of every computer user to know these guidelines, and to 
conduct their activities accordingly. 

 

1. Purpose: 
 
The purpose of the Computer and Network Acceptable Use policy is to: 
 
1. Make certain that all City of Sault Ste. Marie Computer and Network Resources are used for 

purposes appropriate to the City of Sault Ste. Marie business. 
 

2. Inform all employees, consultants, contractors, vendors, interns, volunteers, and any other 
authorized user of City of Sault Ste. Marie about the applicability of laws and policies to 
computer and network usage. 

 
3. Establish policies on privacy, confidentiality, and security in electronic communications. 
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4. Provide guidelines concerning rights and responsibilities with respect to the proper use of City 
of Sault Ste. Marie Computer and Network Resources. 
 

 

2. Scope 

The Computer and Network Acceptable Use Policy applies to: 

1. All authorized users of City of Sault Ste. Marie included but not limited to all employees, 
consultants, contractors, vendors, interns, volunteers and other workers at City of Sault Ste. 
Marie from third party entities 
 

2. All computer and network resources leased, owned, or managed by City of Sault Ste. Marie and 
its contractors and consultants. 

 
3. All electronic communications records in the possession of the City of Sault Ste. Marie 

authorized users. 
 

3. Roles and Responsibilities 
 
1. City of Sault Ste. Marie retains the power and authority to specify who uses its equipment and 

the information contained therein, under what circumstances, and to what purpose.  
Equipment and software purchased by the City belongs to the City, and City employees have no 
ownership rights to any equipment or software issued or loaned to them by the City.  The City 
of Sault Ste. Marie retains the power and authority to move or reassign equipment as needed. 
 

2. Department Director Responsibility: Department directors shall ensure that authorized users, 
which include each employee, consultant, contractor, vendor, intern, volunteer and any other 
authorized user in their department, receive a copy of the current policy and procedures for 
regulating the use of computers and the network, and that each user completes and signs 
acknowledgement of receipt of the current policy.  Directors shall coordinate any non-
employee use in advance with the Information Technology Department.   

 
3. Information Technology Director Responsibility:  The Information Technology Director shall be 

responsible for recommending updates of this policy as necessary. 
 

4.   Authorized Users:  All users granted computer and network resources are responsible for 
adhering to the intent of this policy and following procedures stated herein. Authorized users 
are responsible for exercising good judgment regarding the reasonableness of personal use.  
Authorized users shall have the sole responsibility to safe guard portable computing devices 
assigned by the City of Sault Ste. Marie.  Care must be taken in reducing the possibility of loss of 
these devices both in and out of the office.  Your portable device shall not be shared and must 
be kept in a safe and secure area where it may not be damaged.  Each authorized user is 
personally responsible for the content of his or her Internet and e-mail use.  All authorized 
users are hereby informed that use of the Internet and e-mail is not confidential and each 
authorized user’s activities may be monitored at any time.   
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5. Third Parties:  All consultants, temporary employees, contractors, vendors, interns, and 
volunteers, referred to as third party users, are responsible for adhering to the intent of this 
policy and following the procedures stated herein.   

 

6. Information Technology:   The Information Technology Department is responsible for setting up 
employee accounts to use the Internet, e-mail, and other network resources.  IT must approve 
all downloading of non-City software from resources via the Internet. All violations uncovered 
through the auditing or investigations by IT will be reported to the City Manager. 

 
 

4. Ownership of Data 

1.  The City of Sault Ste Marie owns all data, files, information, and communications created on, 
stored on, transmitted, received or exchanged via its network, communications systems, 
equipment and devices (including e-mail, voicemail, text messages, and Internet usage logs) 
and reserves the right to inspect and monitor any and all such communications at any time, for 
any business purpose and with or without notice to the employee.  Internet, e-mail, voicemail, 
text message communications and Internet usage logs may be subject to public disclosure and 
the rules of discovery in the event of a lawsuit.  The City’s Internet connection and usage is 
subject to monitoring at any time with or without notice to the employee.  There is no right to 
privacy in the use of the City of Sault Ste Marie technology resources. 

 
 

5. Internet/Intranet Usage 

1. This technology usage agreement outlines appropriate use of the Internet/Intranet.  Use of the 
Internet, as with use of all technology resources, should conform to all City policies and work 
rules.  Filtering software will be used by the City to preclude access to inappropriate web sites 
unless specific exemptions are granted as a requirement of work duties (e.g. police have the 
ability to access sites on criminal activity, weapons, etc.).  Attempts to alter or bypass filtering 
mechanisms are prohibited. 
 

2. The City recognizes that public Internet communications technologies are effective tools to 
promote community and government interaction and that employees want to participate in 
public communication via blogging, discussion forums, social networking, e-mail groups, and 
other media that are now commonplace tools by which people share ideas and information. 

 

However, since activities on public Internet communication sites are electronically associated 
with City network addresses and accounts that can be easily traced back to the City of Sault Ste 
Marie, the following rules must be followed for participation on these interactive public 
Internet communication sites; 
 
a.) When expressing staff’s personal view, make it clear that it does not necessarily represent 

the views of the City of Sault Ste Marie.  Opinions or views other than those reflective of 
City policy must contain the following disclaimer: “The content of this electronic 
communication does not necessarily reflect the official views of the elected officials or 
citizens of the City of Sault Ste Marie. 
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b.) Always protect the confidentiality, integrity, and availability of all critical information. 
 

 
c.) Employees must not post any material that is obscene, defamatory, profane, libelous, 

threatening, harassing, abusive, hateful, or embarrassing to or of any other employee, 
person, and/or entity. 
 

d.) To protect staff’s privacy and the privacy of others, phone numbers or email addresses 
must not be included in the content body. 

 
e.) Public Internet communications activity should contribute to staff’s body of work as an 

employee of the City and must not interfere with or diminish productivity. 
 
 

6. Specific Prohibitions and Limitations 
 
1. City policies regarding acceptable behavior and communication will apply to use of the Internet 

and Intranet.  Specifically prohibited use includes but is NOT limited to: 
 
a) Conducting a private business; 

 
b)  Political campaigning; 

 
c) Accessing sites which promote exclusivity, hatred, or positions which are contrary to the 

city’s policy of embracing cultural diversity; 
 

d) Accessing inappropriate sites including adult content, online gambling, and dating 
services; 

 
e)  Accessing sites that promote illegal activity, copyright violation, or activity that violates 

the City’s ethical standards; 
 

f) Using the internet to obtain or disseminate language or material which would normally 
be prohibited in the workplace; 

 
g) Using encryption technology that has not been approved for use by the City; 

 
h) Installing any software that has not been approved by the City; 

 
i) Sharing or storing unlicensed software or audio/video files; 

 
j) Using security exploit tools (hacking tools) to attempt to eleate user privileges or obtain 

unauthorized resources; 
 

k) Using City e-mail address when posting to public forums e.g. blogs, social media sites, 
wikis and discussion lists for personal use; 
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l) Accessing sites that distribute computer security exploits (“hacking” sites); 
 

m) Excessive use of online shopping; 
 

n) Excessive use of social networking sites for personal use; 
 

o) Excessive use of streaming media for entertainment during work hours; 
 

p) Using unauthorized Peer to Peer Networking, e.g. E-Mule, Kazaa, Limewire, etc. 
 

2. Under NO circumstances is an authorized user permitted to engage in any activity that is illegal 
under local, state, federal or international law while utilizing City of Sault Ste. Marie resources. 

 
Notes: 

1.) If any of the above prohibited uses is required for a legitimate business reason, it is 
management’s responsibility to follow the exception process which is as follows: 
 

a. Exception to this policy will be requested in writing to management, and the request will 
be escalated to the Information Technology Director.  Exceptions will be documented in 
writing and retained according to existing retention schedules.  Exceptions may be 
granted on a limited-time basis. 

 
 

7. E-Mail Usage 
 
Basic E-mail provides access to worldwide resources.  Such open access is a privilege and 
requires that users act in a responsible manner.  
 
1. Acceptable use is ethical, reflects honesty and shows restraint in the consumption of 

shared resources. 
 

2. Acceptable use demonstrates respect for intellectual property, truth in communication, 
ownership of data, system security mechanisms, and individual’s right to privacy and 
freedom from intimidation, harassment and unwanted annoyance. 

 
3. E-mail content must be consistent with the same standards as expected in any other 

form of written (or verbal) communication occurring in a business setting where 
documents are subject to public disclosure. 

 
4. Users must manage their e-mail in accordance with records retention policies and 

procedures as defined and identified by the City Clerk’s Office. 
 

5. Users should be attentive to emails that have unusual or questionable subject lines to 
mitigate spam, phishing and script born viruses that come into the network through 
email attachments or by clicking on links that lead to hostile web sites.  If you suspect 
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phishing or script born viruses in email attachments immediately contact Information 
Technology Department. 

 
6. The use of e-mail to send or solicit the receipt of inappropriate content such as sexually 

oriented materials, hate mail, content that a reasonable person would view as obscene, 
harassing or threatening and having no legitimate or lawful purpose or contents falling 
within the inappropriate categories for internet usage is prohibited. 

 
7. The incidental personal use of e-mail from a City account to express opinions or views 

other than those reflective of City policy must contain the following disclaimer: “The 
contents of this electronic mail message do not necessarily reflect the official views of 
the elected officials or citizens of the City of Sault Ste. Marie. 

 
8. Authorized users shall not attempt to access or read e-mail received by another 

employee without prior authorization from the City Manager’s Office.  Any such access 
will be coordinated through the Information Technology Director.  The Information 
Technology Director may designate key personnel to monitor e-mail for abuse and 
troubleshooting purposes. 

 
9. Authorized users receiving e-mail containing ‘.zip’ or ‘.exe’ files and other executable 

attachments are responsible for informing Information Technology before opening any 
such files. 

 

 
 

8. Confidentiality and Security 
 
1. Information Technology Department must authorize all access to central computer 

systems.  Each user is responsible for establishing and maintaining a password that 
meets City requirements as described in the City’s password policy.  The use of another 
user’s account or attempt to capture other users’ passwords is prohibited.  Each user is 
responsible for restricting unauthorized access to the network by locking their computer 
or logging out of their computer account when leaving their computer unattended.  
Staff who discovers unauthorized user of their accounts must immediately report it to 
Information Technology Department. 
 

1. Password strength – Passwords for physical access to city computers must meet the 
following requirements. 

 
1. Passwords must be at least 8 characters in length. 
2. Passwords must include at least 3 of the following:  1 Uppercase English 

letter, 1 Lowercase English letter, 1 Number (0 – 9), 1 Special Character (such 
as @, &, #, ?, !, etc.). 
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3. Passwords are required to change every 90 days for all users 
4. Passwords cannot be the same password used over the last 5 password 

changes. 
5. Passwords should not be something easy to guess (Name of family member, 

name of a pet, birthday, etc.) 
6. Users should not write down their passwords, store them on the computer, 

or have any website or service remember the password or share their 
password with anyone under any circumstances. No one should have to 
reveal their password to another worker, including IT and Helpdesk staff. If 
necessary, the password can be reset but should not be revealed. 
 

2. The City of Sault Ste Marie will take the necessary steps to protect the 
confidentiality, integrity, and availability of all of its critical information.  Critical 
information is defined as information which if released could damage the City 
financially; put employees at risk; put facilities at risk; or could cause legal liability.  
Examples of critical data include: employee health information, social security 
numbers, credit card holder information, banking information, police crime 
investigation information, etc. 
 

3. Staff with access to critical information are responsible for its protection.  Staff must 
take reasonable steps to ensure the safety of critical information including: avoid 
putting critical data on laptops; encrypting data any time it is electronically 
transported outside the City network; not storing, saving, or transmitting critical 
data to a home computer or other external computer; ensuring inadvertent viewing 
of information does not take place, and destroying or rendering the information 
unreadable when done with it. 
 

4. Staff should not transport critical City data on unencrypted devices such as thumb 
drives, CD’s, or Smartphones. 

 
5. The City will restrict access to critical information only to staff who have a legitimate 

business need-to-know.   
 

6. Staff will be assigned unique user IDs and passwords for network access.  Access to 
systems and applications containing critical information will only be allowed via 
unique user IDs.  Access will be monitored and actions will be traceable to 
authorized users. 

 
7. Staff is prohibited from sharing their passwords, or allowing anyone else to use their 

network account for any reason. 
 

8. It is recommended that staff incorporate confidentiality disclaimers in emails sent to 
third parties. 
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9. Staff shall not write down passwords to City of Sault Ste. Marie resources in an 
insecure area. 

 
10. Staff will not connect, attempt to connect to City of Sault Ste. Marie computer or 

peripheral to, from or within the City of Sault Ste. Marie network without prior 
authorization from the Information Technology Director. 
 

9. Network Access and Usage 
 
1. The information Technology Department must approve connecting devices to the City’s 

network.  This includes PC’s, network hubs and switches, printers, handhelds, scanners, 
remote connections, and wireless or wired devices.  The use of personal routers and 
wireless access points on the City network is not allowed. 
 

2. The installation, removal, or altering of any software on City-owned equipment is 
prohibited without authorization from a department manager or designee. 

 
3. Smart phones (Internet and/or e-mail capable cell phones) must meet and adhere to 

the current standards for those devices as established by the Information Technology 
Department. 

 
4. Exploiting or attempting to exploit any vulnerability in any application or network 

security is prohibited.  Sharing of internal information with others that facilitates their 
exploration of vulnerability in any application or network security is also prohibited.  It 
is also prohibited to knowingly propagate any kind of syware, and/or denial of service 
attach or virus onto the City network or computers.  Staff who encounter or observe 
vulnerability in any application or network security must immediately report it to the 
Information Technology Department. 

 
5. Staff must follow the privacy and rules governing the use of any information accessible 

through the network, even if that information is not securely protected. 
 

6. Disabling, altering, over-riding, or turning off any mechanism put in place for the 
protection of the network and workstation environments is strictly forbidden.  This 
includes the installation of any software designed to circumvent security measures. 

 
7. Because band-width limitations inherent in any network, use of the City’s network to 

download non-business related information is prohibited.  Examples include streaming 
video of baseball games, streaming audio of radio programs, MP3 files, online games, 
etc. 

 
8. Transmission, distribution, or storage of any information or materials in violation of 

federal, state or municipal law is prohibited.  Software that is copyrighted or licensed 
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may not be shared or illegally distributed.  Copyright violations are federal offenses that 
may result in civil and criminal penalties to employees and the City of Sault Ste Marie. 

 
9. Users must manage their electronic documents in accordance with records retention 

policies and procedures as defined and identified by the City Clerk’s Office.  Documents 
past their retention schedules should be deleted from the network to save space and 
eliminate the need to backup unnecessary files.   

 
10. At least annually, departments need to review and approve network accounts and 

accounts for their applications. They then must contact the Information Technology 
Department with any changes of accounts. 

 
 
10. Cellular Phone Use 

 
1. Issuance of a cellular phone will be approved through the City Manager for all 

Department Head positions, and for employees designated by the Department Head 
and approved by the City Manager. 

 
2. Cell phone service is provided to designated employees at the expense of the City if job 

requires frequent absence from work space and/or job regularly requires availability 
outside their scheduled office hours. 

 
3. If the employee wishes personal use of the phone provided by the City, a ten dollar 

($10) monthly personal use fee will be assigned. 
 

4. Additional services such as camera functions, PDA’s etc. deemed appropriate to meet 
the needs of the employee/department may be requested through the City Clerk’s 
Office subject to approval by the City Manager.  Upon approval of a service upgrade, 
the employee portion, per the current fee schedule, is payable to the Finance 
Department via personal check or payroll deduction.   

 
5. Cellular phone minutes are drawn from a monthly pool.  In the event minutes exceed 

the monthly allowance of the plan, or generate charges for services outside normal 
domestic calling, individual usage reports will be utilized to identify overages, and 
responsible employees will absorb the resulting fees. 

 
6. If a Department Head requests use of their private cell phone / PDA for business 

purposes rather than accept a company issued device, upon approval by the City 
Manager, a twenty five dollar ($25) phone allowance will be issued toward the monthly 
expense.  If the City participates in cost, the cellular phone number will be listed in the 
City directory information. 
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7. Except as prohibited by law, the following conditions apply to the incidental personal 
use of cell phones, PDA’s, etc. 

 
a) A maximum of 300 minutes of use each month apply to the City’s plan between 

the hours of 6:00AM and 9:00PM weekdays, excluding weekends from 9:00PM 
Friday – 6:00AM Monday: any costs resulting from personal use in excess will be 
reimbursed by employee. 
 

b) Only hands-free cell phones/PDA’s devices are permitted while driving a City 
vehicle. 

 
c) Texting while operation of a City Vehicle is strictly forbidden. 
 
d) Use includes domestic calls only. 

 

11. Policy Enforcement 
 

In order to safeguard City resources, violators of this policy may be denied access to 
City computing and network resources and may be subject to other disciplinary action 
within and outside the City.  Violations of this policy will be handled in accordance with 
the City’s established disciplinary procedures.  The City may temporarily suspend, block 
or restrict access to computing resources and accounts, independent of such 
procedures, when it reasonably appears necessary to do so in order to protect the 
integrity, confidentiality, or availability of City computing and network resources, or to 
protect the City from liability 
 

1. If violations of this policy are discovered, the City will take appropriate actions to 
resolve the issue and violators may be subject to disciplinary measures. 
 

2. If violators of this policy are discovered that are illegal activities, the City may notify 
appropriate authorities. 

 
3. The City reserves the right to pursue appropriate legal actions to recover any financial 

losses suffered as a result of violations of this policy. 
 
 

12. Definitions: 
 
1. Authorized User:  Any person who uses the City of Sault Ste. Marie computing 

resources with proper authorization from the City of Sault Ste. Marie Information 
Technology Department.  This includes all employees, venders, consultants, 
contractors, interns, volunteers, and other personnel from third part entities. 
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2. City of Sault Ste. Marie Network:  A network which is compromised of the City’s 
computing and network infrastructure.  This term includes each personal computer 
owned by or leased to the City of Sault Ste. Marie regardless of whether it is connected 
to any network system, as well as each peripheral apparatus, such as, but limited to 
printers, routers drives, wiring and cabling.  The City of Sault Ste. Marie network may 
also provide access to other public networks and the Internet. 

 
3. Internet:  The Internet is a worldwide system of computer networks that allows users 

to send and receive information from other computers. 
 

4. Intranet:  A computer network, based on Internet technology that is designed to meet 
the internal needs for sharing information within a single organization. 

 

5. Denial of Service (DOS) Attack:  A method of attacking a server by sending an 
abnormally high volume of requests over a network, which essentially slows down the 
performance of a server, such that the server is unavailable for Authorized Users. 

 

6. Packet Sniffing:  Within a given network, a network device can be used to capture and 
analyze network traffic.  Within a network, username and password information is 
generally transmitted in clear text or unencrypted format.  Information can easily be 
captured using a sniffer by a malicious intruder. 

 

7. Packet Spoofing: Emitting a network packet with a source address you do not have 
permission from the owner to use. 

 

8. Phishing:  A phish is an e-mail message that is designed to appearas though it came 
from a financial institution, government agency or commercial site and is intended to 
deceive the user to revealing sensitive information like social security number and 
passwords. 

 

9. Spamming:  Using a computer or other electronic device to send an unsolicited 
advertisement to an electronic mail address. 
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Acknowledgement 
  
If you have questions about the above policies and procedures, address them to the 
Information Technology Department before signing the following agreement. 
 
I have read the City of Sault Ste. Marie’s Computer and Network Acceptable Use Policy and 
agree to abide by it.  I understand that a violation of any of the above policies or 
procedures may result in disciplinary action and/or loss of computer and network 
privileges.  Additionally, City of Sault Ste. Marie shall not be responsible for any damages 
that the authorized user may suffer arising from or related to the use of City of Sault Ste. 
Marie computing resources. 
 
 

  
 
 __________________________________________________________ 

 NAME 
 
  
 
 __________________________________________________________ 
 Signature 
 
  
 
 __________________________________________________________ 
 Date 
 

 


